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FASE

(Foundational Application of Social Engineering)

This is a 4-day course that is based on the very
foundation of becoming a master communicator that
can be applied into almost any field. This class has been
taught to government agencies as well as major
companies throughout the globe. The 4-day breakdown
is:

Day 1: DISC Communication, Rapport Building,
Pretexting, Elicitation

Day 2: Influence, Manipulation, Framing

Day 3: Nonverbals, facial expression and body language
Day 4: Application. The students dictate how

personal application is made of the previous days

work. %

Our schedule runs from 0900 to 1700 daily, and

. evening homework is compulsory. These assignments,
referred to as “bumps,” are designed with specific
objectives to guide our morning debrief.

Every class comprises a minimum of 10 students and a
maximum of 24, ensuring individual attention.

Public Costs is $4999 per person

PASE

(Practical Application of Social Engineering)

This is a 4-day course that is designed to give the
students practical skill in applying everything learned
in FASE class during actual attack vectors. This class
is unique, in that you are given live targets that do not
know they are part of the class. These targets will be
OSINT’ed, phished, and vished over the course days.

Day 1: You will learn all about OSINT, open-source
intelligence, gathering.
DAY 2: You will continue performing OSINT on your
assigned targets.
DAY 3: You will design, write and launch as many
phishing emails as you can.
DAY 4:You will design, plan and perform vishing
attacks against your targets

T
Our schedule runs daily from 0900 to 17730, and we
request that all students stay at the hotel where the
training is conducted or in close proximity to the
facility. This arrangement allows for vishing calls to
occur in real-time, albeit from your individual rooms or
workspaces.

Each class can range from 10 up to 30, the number
of students dictates the number of instructors.

Public Costs is.$4999 per person
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MLSE

(Master’s Level Social Engineering)

This intensive 5-day course is uniquely designed as
the world’s sole laboratory for red teamers and
social engineers. A director recruits four performers
who believe they are participating in a mystery
shopping assignment aimed at enhancing corporate
training. These mystery shoppers are placed in an
office environment, equipped with computers,
phones, and credit cards, and are instructed on
where to shop and when to submit their reports.
They will be operating for a fictitious company
created specifically for this educational experience.

Students will perform cybersecurity activities,
including phishing, vishing, physical penetration tests,
seliciting information from targets, and infiltrating
VPNs, networks, and electronic devices.

This class is quite dynamic, typically commencing
around 0900 or 1000 and concluding around 0200
or 0300, resulting in lengthy days, as we have
breaks during both day and night. There is no fixed
structure, as each session unfolds uniquely. We
conclude the class by inviting the actors to join us
for a debriefing, allowing them to share their insights
and discuss any moments where we may have been
caught off guard.

This class has a maximum of 16 students, and
it costs, $10,000 per person.

The art of information elicitation is not something that
has been taught outside of nation states, or wheniitis,
they are using methods that lack scientific backing. This
class was developed by Chris Hadnagy with over 20
years of elicitation experience and Dr. Abbie Marorio,
who has her PhD in Behavior, psychology and
nonverbals.
This is an AUDIO only course that can be taken on
demand that comes with a practical certification. It
is 4-5 hours of content.

Rethinking Elicitation

Priming Cooperation

Facilitating Cooperation

Effective Negotiations

Social Influence and its Application'To

Vishing

The Strategic Use of Power

Detecting Deception

Emotional Control

This course is $599 with the certification.

CESE

(Certified Ethical Social Engineer)

After you complete the Foundational Application of Social
Engineering (FASE) and Practical Application of Social
Engineering (PASE) classes, you are eligible for one free
attempt at the Certified Ethical Social Engineer (CESE)
certification exam.

Furthermore, if you believe you have the necessary skills to
suceceed, you can register for the CESE as an independent
certification.

We feel that a beneficial certification must contain
these elements:

* Be Practical

* Be Challenging

* Be Real World

The Certified Ethical Social Engineer Certification
exam accomplishes all that.

The SECOM team has been managing a target company for
more than ten years. This company boasts numerous
employees designed to appear as genuine individuals online,
even though they are not real. Additionally, there are some staff
members who are unaware of their involvement in a certification
procedure.

These staff members manage the secretarial and technical
support systems. You have 48 hours to achieve all certification
objectives during your certification period. Access to
SECOM’s specialized vishing server is provided. All guidelines
will be delivered at the moment you decide to begin the
certification.
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